ILMIY-AMALIY JURNAL ISSN 2181-0958
DOl 10.26739/2181-0958

Impact Factor: 5.394

HOPHCNPY AERUNS | JURISPRUDENCE

7JILD, 2

2026



@ Taclqiqot uz ISSN 2181-0958
Oal
© Doi Journal 10.26739/2181-0958

YURISPRUDENSIYA

7)XXHAA, 2 COH

IOPUCTIPYAEHLIUA

TOM 7, HOMEP 2

JURISPRUDENCE

VOLUME 7, ISSUE 2

E TOLUKEHT-2026



YURISPRUDENSIYA | OPUCIIPYJIEHIMHSA | JURISPRUDENCE

Ne2 (2026)
Bosh muharrir: Bosh muharrir o’rinbosari:
I'siaBHbIi pexakrop: 3amecTuTe/b [VIABHOIO PeIaKTOpa:
Chief Editor: Deputy Chief Editor:
SALAEV NODIRBEK RUSTAMBEKOYV ISLAMBEK
O<zbekiston Respublikasi Odil sudlov akademiyasi Toshkent davlat yuridik universiteti
professor, Yuridik fanlar doktori. Yuridik fanlar doktori, professor.

TAHRIRIY HAY’AT AZOLARI | PEAAKLUMOHHBIWA COBET |

Mas’ul kotib | OTBeTcTBeHHBIH cekpeTaps | Responsible secretary:
DAVRONOV ATOBEK
Toshkent davlat yuridik universiteti jinoyat-protsessual huquqi kafedrasi o*qituvchisi,
PhD yuridik fanlari bo‘yicha falsafa doktori.

KARIMOV FARHOD GAFUROVA NOZIMAKHON
Siyosiy fanlar doktori, dotsent, Toshkent davlat yuridik universiteti xalqaro
A. Avloniy nomidagi huquq va inson huquqlari kafedrasi mudiri,
Malaka oshirish instituti prorektori; yuridik fanlar bo‘yicha falsafa doktori (PhD), dotsent;
BAZAROVA DILDORA NARZIEV OTABEK
Toshkent davlat yuridik universiteti Toshkent davlat yuridik universiteti xususiy
xalqaro huquq kafedrasi i.0. professori,
yuridik fanlar doktori, professor; yuridik fanlar doktori;
IMOMOYV NURILLO MUSAEYV BEKZOD
Toshkent davlat yuridik universiteti fugarolik huquqi Toshkent davlat yuridik universiteti
kafedrasi mudiri, yuridik fanlar doktori, professor; konstitutsiyaviy huquq kafedrasi mudiri, yuridik fanlar
bo‘yicha falsafa doktori (PhD), dotsent;
KHAIRIEV NODIRJON
O‘zbekiston Respublikasi Jamoat xavfsizligi universiteti MURATAEYV SERIKBEK
professori, yuridik fanlar doktori, dotsent; Jahon igtisodiyoti va diplomatiya universiteti dotsenti,
yuridik fanlar nomzodi;
NEMATOV JURABEK
Toshkent davlat yuridik universiteti KAMALOVA DILDORA
ma'muriy va moliyaviy huquq kafedrasi Yuridik fanlar doktori, professor;
dotsenti, yuridik fanlar doktori, dotsent;
YUSUPOV SARDORBEK
ISMAILOV SHUKHRATJON Toshkent davlat yuridik universiteti ma'muriy va
Toshkent davlat yuridik universiteti mehnat moliyaviy huquq kafedrasi mudiri, yuridik fanlar bo‘yicha
huquqi kafedrasi mudiri, yuridik fanlar doktori; falsafa doktori (PhD), yuridik fanlar doktori, dotsent;
KHABIBULLAEY DAVLATJON KHUJAEVA SHOKHJAKHON
Toshkent davlat yuridik universiteti fuqarolik Toshkent davlat yuridik universiteti
protsessual va xo‘jalik protsessual huquqi kafedrasi intellektual mulk huquqi kafedrasi mudiri,
mudiri, yuridik fanlar nomzodi, professor; yuridik fanlar bo‘yicha falsafa doktori (PhD);
OCHILOV KHASAN CHORIEVA DILBAR
Yuridik fanlari bo‘yicha falsafa dotsent, yuridik fanlar bo‘yicha falsafa doktori (PhD).

doktori (PhD), dotsent;

IBROKHIMOV JAMSHID
Yuridik fanlar bo‘yicha falsafa doktori (PhD);

Page Maker | Bepcrka | Sahifalovchi: Xurshid Mirzaxmedov

Editorial staff of the journals of www.tadqiqot.uz KonTakT perakumii :xxypranoB. www.tadqiqot.uz
Tadqiqot LLC The city of Tashkent, 00O Tadqiqot ropon TanikeHT,
Amir Temur Street pr.1, House 2. ymmna AMupa Temypa mp. 1, tom-2.
Web: http:/www.tadqiqot.uz/; Email: info@tadgiqot.uz Web: http://www.tadqiqot.uz/; Email: info@tadqiqot.uz
Phone: (+998-94) 404-0000 Ten: (+998-94) 404-0000




MYHAAPWXA | COAEPXXAHUE | CONTENT

1. AHTUMOHOIIOJFHBIA AHAJHN3 AHTUKOHKYPEHTHBIX COTJAIIEHUAN

HPU AVITOPUTMHUYECKOM IEHOOBPA3OBAHUM .................cciiiiiiiiiat.. 5
Kyp6onosa Komunabony Pam3bex kuzu

2. MEJUAIIMA B TPYJOBBIX CIIOPAX: CPABHUTEJIBHBIN AHAJIA3 OIIBITA
Y3BEKUCTAHA, CIIA U CTPAH BJINAKHEI'O BOCTOKA......cciviiiiiiiiiiiiiiiiiinan. 14
MagnonoBa Huruna baxoguposna

3. OTBETCTBEHHOCTH HU®POBLIX INIJAT®OPM 3A HAPYUIEHHUE IIPAB
HNOTPEBUTEJIEM B D3JEKTPOHHOH KOMMEPIIMM: MPOBJEMBI ITPABOBOI'O
PEI'YJIMPOBAHUSA B PECITYBJIUKE Y3BEKUCTAH......ccceviiiviiiiiiiiiiiiiiiiiiennn, 23
bo3opora 3aprnabony ONMUMKOH KU3U

4. NINPABOBOE PEI'YVJIMPOBAHUE MEJUAIIUU B TPYJAOBBIX OTHOULIEHUSAX:
MEXIYHAPOIHBIE CTAHIAPTHI U HAIIUOHAJIBHASA ITPAKTHKA................. 36
MagnonoBa Huruna baxonupoBHa

5. PABBUTUE HWHCTUTYTA MEJUALIUN B PECIYBJIUKE Y3BEKUCTAH:
ITPABOBBIE N IIPAKTHYECKHE ACITEKTDBL.......cciiiiiiiiiiiiiiiiiiiiiiiiiiiiiniiiiniincnnn 47
AopaeB Xacan Yopueruu, Yopuena Jlypaona XacaHoBHa

6. INPUYUHHO-CJIIEACTBEHHASA CBsA3b B HEMEIKOM HW Y3BEKCKOM
YIOJIOBHOM ITPABE. ....cuiittiiiiitiiiiiiiittiiiteintineiattrnteresesssrssssssssssssssssnscnnes 54
Anues booyp lllep3zonoBuy

7. MEXAHU3MbI 3AIIUTbI KOPIIOPATHUBHbLIX IIPAB, OCHOBAHHbBIX HA

NUPPOBbIX AKTI/IBAXV: OIIBIT PECITYBJ/IMKH Y3BEKHUCTAH....ccovvevvveeveeenenns 64
[llonmonoBa MycinmaxoH MurutanueBHa
8. VIOIITAH XKUHOSTYUNIUK MUJIJIUA XABO®CHU3JINKKA TAXAU......ccc.... 74

J¥ycroB Mamapacyn AGnymiaeBud
9. AUWBIA WKPOPJIUK TVYFPUCHIA KEJIUIIYB: XOPWKHUHU BA MWIJIUA

TAKPUBA KHECHM TAXJIHJII . ..ccuvinvueinirirneenienerneeteesereeneesesersseseesessesesnenns 82
AxE€ Maxmynos

10. KBASUCYBBEKTBHI B 'PAYKTAHCKOM MPABE: TEHE3UC, TPAHC®OPMAILUSI
U COBPEMEHHBIE BBIBOBDBL.........cuuiiiuiiiiiiiiiiiieriieeseerneesesnersneessnesseessnssnnes 85

Abnyxad6o0pos XKasionoek [laxnason yriu

11. PROBLEMS OF THE FIDUCIARY DUTY OF MAJORITY SHAREHOLDERS IN
L8123 01 S IS 17 N\ N 94
Asliddin Ataullo ugli Habibullayev

12. HPOTHBOZ[EFICTBHE NOPECTYIUVLIEHUSIM B CO®EPE HUHO®OOPMAIIUMOHHO-
TEJEKOMMYHUKAIIUOHHBIX TEXHOJIOI' U, HATIPABJIEHHBIM HA
HE3AKOHHBIA OBOPOT 3AHPEH_[EHHI)IX MNPEJMETOB U BEHIECTB............... 102
Amer boOyp Illep3omoBuy



YURISPRUDENSIYA | IOPUCIIPYJAEHIIMA | JURISPRUDENCE

7 JILD Ne2 | 2026

MNPOTUBOJAENCTBUE NNPECTYIVIEHUAM B COEPE
HH®OPMAIIMOHHO-TEJEKOMMYHUKATIMOHHBIX TEXHOJIOT U,
HAIIPABJIEHHBIM HA HE3AKOHHBIN OBOPOT 3ANPENEHHBIX
INPEAMETOB U BEHLIECTB

https://doi.org/10.5281/zenod0.23457606

AunueB boo0yp lllep3onoBuy,
E-mail: alvbsh05@gmail.com

AHHoTauus. B pabore paccmaTpuBaioTcsi OCOOCHHOCTH  MCIIOJIB30BAHMS
nH(}OPMaIMOHHO-TeIEKOMMYHUKAIIMOHHBIX TexHonorud (UTT) ans He3akoHHOTo
obopoTa 3ampeniéHHbIX TpeAMeTOoB U BemiecTB. OTMeyaeTcs, 4YTO pa3BUTHE
AHOHUMHBIX CETEeH, KPUMTOBATIOT ¥ TNATHOPM JapKHETa CO37aJI0 HOBbIE KaHAJbI JJIs
pacupocTpaHEeHUsT HAPKOTUKOB, OpPYXHS M KOHTpadaxTHON mponykuuu. llpoBenén
aHanu3 JCUCTBYIOIIMX MEp MPOTUBOJACHUCTBUS, BKJIKOYAs COBEPIICHCTBOBAHUE
3aKOHOJATEIbCTBA, NCMOJIb30BAHUE UHHOBALIMOHHBIX TEXHOJOIMUA U MEXKIYHAPOAHOE
corpyaHndectBo. OmpeneseHbl KIIOYEBbIE BBI3OBBI U IMPEIJIOAKEHBI HAIPABICHUS
MOBBIIICHUS 3 (HEKTUBHOCTH MPaBONPUMCHUTEILHON MpakTuku. Ocodoc BHUMaHUC
yIENSIeTCS  TPYAHOCTSIM  WJACHTHU(UKAIMKU  MPABOHAPYIIUTENEH U 3allUTe
IICPCOHAJILHBIX JIAHHBIX. B pabore momuépkuBacTcsi HEOOXOAMMOCTH ITOATOTOBKH
CHELHUATUCTOB M B3aUMOJICUCTBUS MPABOOXPAHUTENBHBIX OPraHOB C YaCTHBIM
CEKTOPOM.

KiaoueBble ciaoBa: uH()OPMAIMOHHO-TCICKOMMYHUKAIIMOHHBIC — TEXHOJIOTHH,
KUOEpPIPECTYITHOCTh,  KPUITOBATIOTHI,  JApKHET, OJOKYEHH, HCKYCCTBEHHBIH
WHTEJIEKT, 0€30IaCHOCTh, MEXAYHAPOIHOE COTPYIHUYECTRO.

«AXBOROT-TELEKOMMUNIKATSIYA TEXNOLOGIYALARI SOHASIDA
TAQIQLANGAN BUYUMLAR VA MODDALARNING NOQONUNIY
AYLANMASIGA QARATILGAN JINOYATLARGA QARSHI KURASHISH»

Aliyev Bobur Sherzodovich,

E-mail: alvbsh05@gmail.com
Annotatsiya. Mazkur ishda taqiglangan buyumlar va moddalarning noqonuniy
aylanmasida axborot-telekommunikatsiya texnologiyalaridan (ATT) foydalanishning
o‘ziga xos xususiyatlari ko‘rib chiqiladi. Anonim tarmogqlar, kriptovalyutalar va
darknet platformalarining rivojlanishi giyohvandlik vositalari, qurol-yarog‘ hamda
kontrafakt mahsulotlarni tarqatish uchun yangi kanallarni yaratgani ta’kidlanadi.
Amaldagi qarshi kurashish choralari, jumladan, qonunchilikni takomillashtirish,
innovatsion texnologiyalardan foydalanish va xalgaro hamkorlik tahlil qilingan.
Asosiy muammolar aniqlanib, huquqni qo‘llash amaliyoti samaradorligini oshirish
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yo‘nalishlari taklif etilgan. Huqugbuzarlarni identifikatsiya qilishdagi qiyinchiliklar
va shaxsga doir ma’lumotlarni himoya qilishga alohida ¢’tibor garatiladi. Ishda
mutaxassislarni tayyorlash hamda huqugni muhofaza qiluvchi organlarning xususiy
sektor bilan hamkorligi zarurligi ta’kidlanadi.

Kalit so‘zlar: axborot-teleckommunikatsiya texnologiyalari, kiberjinoyatchilik,

kriptovalyutalar, darknet, blokcheyn, sun’iy intellekt, xavfsizlik, xalqaro hamkorlik.

“COUNTERING CRIMES IN THE FIELD OF INFORMATION AND
TELECOMMUNICATION TECHNOLOGIES AIMED AT THE ILLICIT
TRAFFICKING OF PROHIBITED ITEMS AND SUBSTANCES”

Aliev Bobur Sherzodovich,
E-mail: alvbsh05@gmail.com

Abstract. This paper examines the specific features of using information and
telecommunication technologies (ITT) for the illicit trafficking of prohibited items
and substances. It notes that the development of anonymous networks,
cryptocurrencies, and darknet platforms has created new channels for the distribution
of drugs, weapons, and counterfeit goods. Existing countermeasures are analyzed,
including improvements to legislation, the use of innovative technologies, and
international cooperation. Key challenges are identified, and approaches to improving
the effectiveness of law enforcement practices are proposed. Particular attention is
paid to difficulties in identifying offenders and protecting personal data. The paper
emphasizes the need for specialist training and cooperation between law enforcement
agencies and the private sector.

Keywords: information and telecommunication technologies, cybercrime,

cryptocurrencies, darknet, blockchain, artificial intelligence, security, international
cooperation.

Beenenue

B  nocnepame  pecatwnerus — WHGOPMAIMOHHO-TEICKOMM YHUKAIIMOHHbBIE
texnonoruun (mamee WTT) npoyno Bomum B Hamly KW3HB, KapJAUHAIBHO
TpaHCHOPMHUPYS CITOCOOBI 00IIEeHHs], PA0OTHI, TOPTOBIM ¥ MHOTHE APYTHE aCHEKThI
MOBCCTHCBHOI AKTUBHOCTH. OTHU TEXHOJOTMHM, YCKOpssi U ympolas oOMcH
uHpopManyeil, BHOCIAT 3HAYUTEIBbHBIN BKJIaJ B DKOHOMHYECKUH M COLMAIBHBINA
nporpecc. Oanako, Hapsay ¢ O€3yCIIOBHBIMU MPEUMYIIECTBAMH, OHM IOPOXKIAIOT
HOBBIC BBI30OBHl U YIPO3bl, OCOOCHHO B KOHTEKCTEe MpecTymHOCTH. OIHHM U3
HanOoJiee TPEBOXKHBIX ACMEKTOB sIBIsAETCS uUcnonb3oBanue UTT ayis He3aKOHHOTO

060p0Ta 3alIpCIICHHBIX IIPCAMCTOB M BCIHICCTB, BKIIIOYAasAd HAPKOTHKH, OPYKHC U
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KOHTpa(I)aKTHBIe TOBAPBHI. DT HCﬁCTBHﬂ HC TOJIbKO HApPYHIAOT 3aKOH, HO H

MPENCTABIIAIOT CEPE3HYIO YTPO3y JJIs1 OOIECTBEHHOIO 3/10POBbs U O€30MAaCHOCTH.

B nmanHO#l pabGore OyayT HpOaHAJIM3UPOBAHBI CYIICCTBYIOIINC METOIBI U
CTpaTeTuu MNPOTUBOACUCTBUS 3TUM MpecTyrsieHussM. OCHOBHOE BHHMaHHE Oynaer
YICICHO KaK 3aKOHOJATCIbHBIM MEpaM, TaK M TEXHOJIOIMYCCKHM WHHOBALUAM,
WCIIOJIB3YEMBIM 11l TIPEIOTBPANICHUS] U PACKPBITUA TNpecTyruieHuil B cpepe UTT.
[lenr paboOTBI - OIEHUTH, HACKOIHKO J(YPEKTUBHO COBPEMEHHBIE METOMIbI
COpPABIAIOTCS € 3a/Jaued MpeJOTBpPallCHUs HE3aKOHHOro 00O0poTa 3ampeleHHBIX
BEIIECTB W  TMPEAMETOB, a TaKXKe ONpeleNuTh TMOTEHIMaIbHbIE MYyTH
YCOBEPLIEHCTBOBAHMS 3TUX METOJIOB B YCJIOBHSX MOCTOSIHHO Pa3BUBAOUIErocs
1udppoBoro Mupa.

0030p npodsIeMbI

C pasBuTtHeM Bcé Ooubliie BO3MOKHOCTEHM MIHTepHETa, 1 0COOCHHO aHOHUMHBIX
ceTel, HanpUMep, TaKKX Kak Tor!, ¥ KPUNTOBAIIOT BOSHUKAIOT OHJIAMH-TIIATGOPMEI,
I7Ic IIPOUCXOOUT MpoAaxa W PacHpOCTpaHEHHE HAPKOTUYECKUX CPEICTB. OJTHU
m1aTGopMbl O0ECNEYMBAIOT AHOHUMHOCTh Kak MpOJaBIlaM, TaK M TOKYHaTENsM,
YCIIOXKHSSI 33Ja4y [IPaBOOXPAHUTCIBHBIX OPraHoB 110 WX WICHTU(UKAINA H
IIPECEUYECHUIO.

VHTepHET TakKe MCHOJIb3YeTCsl [Ulsl HEJNEraJbHOH TOPIOBJIN OPYXHEM. OTO
MOTYT OBITh KaK MEJIKME MHTEPHET-Mara3uHbl, TaKk U OOJIbIINE OHJIANH-TIAT()OPMEI,
CHELUATU3UPYIOIIHECS Ha IPOJAYKE OTHECTPEIBHOIO U XOJIOAHOI O OPYKHS.

OrpomMHO€ KONMMYECTBO MOAJENBbHBIX TOBAPOB, BKIIOUASl OJEKIY, POCKOIIHbBIE
TOBAapbl, OJJEKTPOHUKY, (ApMallEBTUUECKYI0 TPOJYKIMIO U MHOTO€ JPyroe,
nponaercss uepe3 MHTepHeT. DTO HE TONBKO HAHOCUT ymiepd JeraabHbIM
[IPOU3BONMUTEIAM, HO M MOXET IPEACTABIATh ONACHOCTb Ui 3J0pOBbI WU
0e30macHOCTH MOKynaTemnei.

Jlanee obpaTtuMcs K IpuMepaM JIJIsl HAarJIIHOCTH IIPOoOJIeMBI U e€ MaciTaboB.

! Tor — cucTeMa MPOKCH-CEPBEPOR JUTS YCTAHORJIEHHS aHOHUMHOTO CETEBOTO COEMHERHS 1 3allHIIArONTas OT
MPOCTYITUBAHUS
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Crnyuaii ¢ Silk Road!

OnguuMm w3 Haubosiee  3HAMEHUTBIX ~ TPUMEPOB  MCIOJIb30BaHUS
MH(OPMAITMOHHBIX TEXHOJIOTHUH JIsi HE3aKOHHOI'0 00opoTa siBisiercss ucropusi Silk
Road. Dta onnaitn-nnargopma, cozgannas Poccom Ynp0puxrom, GyHKIMOHUpPOBaAa
B aHOHMMHOW cetu Tor m mpelncraBisiia coOOH TCHEBOW PBIHOK, Ha KOTOPOM
MPOJIaBaINCh HAPKOTUKH, (PAJIbIIINBBIE TOKYMEHTHI, OPYKUE U JIPYTUE 3aMPEIICHHBIE
toBapel. Silk Road mnpumensna xkpunroBamory Bitcoin s obOecrieueHus
aHoHumHocTH TpaH3akiud. C 2011 mo 2013 rox, mo cBoero 3akpeitusi DBP,
niaargopMa craga CHMBOJIOM HEJNEeraJbHOM TOProBIM B CETU. YIBOPUXT ObUI
apectroBan B 2013 romy W MNPUTOBOPEH K TMOXM3HEHHOMY 3aKIIOUYEHHUIO 0e3
BO3MOXXHOCTH TOCPOYHOTO OCBOOOXKICHHUS.

Onepayus Darknet’

Macmtabuble MeXIyHapOJIHBIC ONepallnM, Takue Kak orepanusi Darknet,
TaK)K€ JEMOHCTPUPYIOT CIIOXKHOCTh OOpbObI ¢ LM(POBBIMU NpecTyruieHUusMU. B
pamMKax 9TON OIcpaluy, MPOBEICHHONW COBMECTHBIMU YCWIMSMHU CBPONCHCKUX H
aMEPUKAHCKUX MPaBOOXPAHUTEILHBIX OPraHOB, ObUIO 3aKPBITO MHOXECTBO TEHEBBIX
CaliTOB M IPOBEJICHBI apecThl 10 Bcemy Mupy. Llenbio omeparmu ObUIO TIpeccUcHME
TOPrOBIIY HEJIETAIbHBIMU TOBApaMHM W YCIyraMH, BKJIIOYas HAPKOTHKA U OpPYXKHUE.
3akpbITHE 3TUX PHIHKOB MPUBEJIO K 3HAYUTEIILHOMY y/apy MO HeJIETajJbHOW OHJIANH -
TOPrOBJIE, HU3BATUIO 3HAYUTEILHBIX KOJIIMYECTB HAPKOTUKOB, OPYXKHUS U JIPYTUX
HEJIETalIbHBIX TOBAapOB, a TAaKKE€ apecTy MHOKECTBA JIMI[, MPUYACTHBIX K HX
3KCIUTyaTaluu.

JlaHHBIE pUMEPHI HE SABJISIOTCS €IMHCTBEHHBIMU. Ha mpakThke BcTpedaroTcs
Bcé Oomplie CiaydaeB, XOTh M MEHBIIMX II0 CTENEHM MacmTada, OgHAKO
MIPEICTABILIONINX ONACHO W Yrpo3y M obmiectBa. B HamOoJbIIEH CTENEHU 3TO
CBSI3aHO C HE3aKOHHBIM O0OpPOTOM HAPKOTUYECKHMX, MCUXOTPOMHBIX BEIIECTB M HX

aHaAJIOI'OB.

! Murepner-6apon cen nascerna // razeta.ru URL: https://www.gazeta.ru/tech/2015/02/05 a_6401181.shtml
2 Onepamus DisrupTor: B CIITA u Esporne apectoBano 179 toprosnes B napkuere / BBC URL:
https://www.bbc.com/russian/news-54248746
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OTO BBI3BIBACT H€06XOI[I/IMOCTI) IIOMCKa HOBBIX Hweﬁ HpOTHBOHCﬁCTBHH

JAHHBIX MIPECTYIHBIX JESHUMN.

MeTtoabl NpOTUBOAEHCTBUS

BaxxHolt yacThio OOpbOBI ¢ TpecTyIUieHHs MU B cdepe HHPOpMAIMOHHO-
TEJICKOMMYHUKALMOHHBIX ~ TEXHOJIOTMM  sIBISETCSl  pa3padOTKa W BHEIPEHUE
¢ dexTuBHOrO 3akoHOAAaTeNnbCTBA. Ha MeXayHapoJHOM YPOBHE CYHIECTBYIOT
pa3iu4YHble COINALICHHUS W JIOTOBOPEHHOCTH, HAIPABIECHHBIE HA PEryJMpOBaHUE
ucnons3oBanusg UTT B He3akoHHBIX 1ensax. OQHUM W3 NMPUMEPOB MOKET CIYKHUTh
bynanemrckas koHBeHIus o kuOepnpectynHocTd. J{anHas KoHBeHIusi npecnenyer
1edb TapMOHU3ALMKM HAUMOHAIbHBIX 33aKOHOB M YCWIEHHME MEXIYHapOIHOrO
COTpYyAHMYECTBA B 60pbOE ¢ mpecTymicHUusIMU B IHTepHETe.

Bo mHorux crpanax npMHUMAarOTCs HaUMOHAIBHBIEC 3aKOHBI, HANIPABJICHHbBIEC HA
Y)KECTOUCHHE HAaKa3aHUU 3a TOPrOBIIFO 3aIlPCIICHHBIMU MPEAMETaMH U BEIECTBAMHU
yepes HuTepHer. Taxxe Ha0monaercs pacmpeHue ITOJIHOMOY N
MIPABOOXPAHUTEILHBIX OPraHOB B 00JIACTM MOHUTOPWHTA M IMIPECEUCHUS TMOAO0OHOTO
pona  mpectymyieHuid.  Ocoboe  BHUMaHHUE  YAEJSETCS  3aKOHOJATEIBHOMY
pEryJMpOBaHUIO KPHUIITOBAJIIOT, KOTOPBIE YACTO HCIIOIB3YIOTCS B HE3aKOHHBIX
CIieJIKax, MOCKOJBbKY JaHHbIE ONEePalliK KPaHE TPYIHO «OTCIAEIUTEN .

CoBpeMeHHbIE TEXHOJOTHH WIparoT KIOYEBYKO pOJIb B NPOTUBOACHCTBUH
MIPECTYIUIEHUSIM, CBA3aHHBIM C HE3aKOHHBIM 00opoToM B chepe UTT. Ognum us
TaKNX WHCTPYMEHTOB SIBJISIETCS O0K4YeliH. XOTs MEePBOHAYAIBHO aCCOIMUPYEMBIN C
KPUOTOBATIOTAMH, OJIOKYEHH TakXe MOXKET HCIOJIb30BaThCs A OOECIeUeHMs
MPO3PAYHOCTH U OTCIICKUBAHUS ITU(POBBIX TPAH3AKIIUI, YTO MMOMOTAET B BHISBICHUU
Y IPEIOTBPALLIEHUHN HE3AKOHHBIX OMEPALIMA.

HckyccTBeHHBI MHTCIWICKT (naiee MM) mpeacTaBiaseT coboi emie OaHo
MOIIIHOE CpencTBo B Oopnbe ¢ kmOepmpecTynHocThio. Anroputmbel MU moryr

AHAIIN3UPOBATDb OosbIIe O00BEMEI HJAaHHBIX, BBIIBJIATH IIOAO3PUTCIIBHBIC ITATTCPHBI

! ®pomora, E. 10. CoBpeMeHHEIE BO3MOXHOCTH PACKPHITHS W PACCIIEIOBAHUS TIPECTYTLIEHHH TI0 SJIEKTPOHHBIM CIIESIAM
/ E. FO. ®pomnosa, H. C. Illosun. — TekcT: HenmocpeacTBeHHEIN // Monooi yaersiid. — 2021, — Ne 15 (357). — C.
272274

106



YURISPRUDENSIYA | IOPUCITPYJIEHIINSA | JURISPRUDENCE

7 JILD Ne2 | 2026

MOBEJICHUS U TPaH3aKIUi. ITO cIoOcoOCTBYyeT Oonee ObICTpoMYy H 3D(PCKTUBHOMY

PAacIO3HABAHMIO TPECTYIHBIX JACHCTBHI .

Taxxe HCOThEMJIEMOM YaCThIO SIBJISICTCS MEXKYHAPO IHbIN OIbIT. HeoOxommumo
HE TOJIbKO OOpaniaTh BHMMAaHME Ha OMNbIT 3apyOeXHBIX CTpPaH, HO M TECHO
COTpPYAHMYATh B JAHHOW oOsacty. MexIyHapo/Hble OpraHu3aluM, TaKHE Kak
Nureprion, Esponionr 1 OOH, urpatot BaXHY0 pOJib B KOOPAUHAIIMN YCWIMM Pa3HBIX
cTpaH, oOMeHe wuH(MOpMalueld, OmbBITOM © pa3paboTke O0O0mMX CTpaTerui
ITPOTUBOJICVCTBHSL.

CTOUT OTMETUTH, YTO COTPYJHUYECTBO BKIIOYAET B €0 HE TOJIHKO OOMEH
pa3BeqIaHHBIMU W TPOBEACHHE COBMECTHBIX OMNEpalUid, HO TaKKe W Pa3padoTKy
OOIIMX CTaH/IaPTOB U HOPMATUBOB, KaCAIONINXC KUOEpOE30IMacCHOCTH, B TOM YHUCIIC U
OpraHu3alyio 00yJaromux IporpaMm AJis MOATOTOBKY CHELUAIMCTOB.

Bbi30BbI 1 TP 00J1EMBI

AHOHUMHOCTb, oOOecreyrBaeMasi HWHTEPHET-TEXHOJOIUSIMU, TPEACTABISET
co00il OJIMH M3 TIJABHBIX BBI30BOB B OOpHOC C TPECTYIUICHUSIMU, CBS3aHHBIMHU C
He3akoHHBIM oOoporoM B cdepe UTT. Ceru, takue kak Tor, HO3BOJISIIOT
1I0JIb30BATEIIM CKpbIBaTh CBOM HCTUHHbIC IP-ajmpeca, TeM caMmbIM 3aTpyaHS
Opolecc WX HWIASHTUQUKAUMW. DTO JAeNaeT BBIIBICHME U IpecieJOoBaHUe
IIPECTYIIHUKOB, NCNIOJIb3YHoIMX VHTEpHET A1 TOProBIM 3alpelleHHbIMIA TOBAPAMHU,
3HAUUTENBHO CJOXHEe. [IpecTymHUKM 4YacTo MCIHONB3YIOT CIOKHBIE METOJbI
mUPpoBaHUsT U JAPYru€ TEXHUKH, YTOOBI CKpPbITh CBOK JEATEIBbHOCTH OT
MIPaBOOXPAHUTENBHBIX OPraHOB.

CymiecTByeT CJHOXKHBIM OanmaHc MexJy oOecredyeHneM O0e30MacHOCTH U
COXpaHEeHUEM KOH(PHUACHIMATHLHOCTH JIMYHBIX JAHHBIX Mosb3oBareneil. C omgHOU
CTOPOHBI, MPAaBOOXPAHUTEIBHBIM OpraHaM HEOOXOIUM JOCTYI K OIpEAcIICHHOM
undopmanuu Uit 3PGEKTUBHOrO MpOTHBOACHCTBU npecTymienusm>, C apyroi

CTOPOHBI, 9TO CTABHUT IIOA YI'PO3Y IIPpABO I'pAXKIAH HaA KOH(I)I/I,HGHI_II/IEU'IBHOCTB ux

' Hcakos A.A. (2023). McKyccTBEHHBIN HHTEILIEKT U paccicI0BaHue KHOepIpecTyIUIcHuH. Bectank nayku, 3 (5 (62)),
599.

2 ®dponosa, B. FO. CoBpeMeHHbIE BO3MOKHOCTH PACKPHITAS U PACCIIENIOBAHMUS ITPECTYIUIEHHH MO SIIEKTPOHHBIM CIIE/Iam
/ E. FO. ®pomnosa, H. C. Illoun. — TekcT: HenmocpeacTBeHHEIN // Monooi yaersiid. — 2021. — Ne 15 (357). — C.
272-274
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JINYHBIX JAaHHBIX. BOHpOCI)I, CBA3aHHBIC C MOHUTOPHUHI'OM M CJICXKCHHUCM B UHTCPHCTC,

MOPOXKIAOT MHOMKECTBO JTHUYECKHX M NPABOBBIX JUJIEMM, B YaCTHOCTH
OTHOCHUTEIJIBHO TOTO, TJI€ IIPOBECTH I'PAHUITY MEXKy HCOOXOAMMOM 0€30I1aCHOCTBIO U
IIPaBOM Ha YaCTHYIO )KU3Hb.

[locrosiHHOE pa3BUTHE U OOHOBIICHUE TEXHOJIOIMH NPEACTABIAIOT COOON ele
OJIHYy Cepbe3Hylo mpobseMy. [IpecTynmHMKM HEYCTaHHO HIIYT HOBBIE CHOCOOBI
UCTOJIb30BAaHUSI TEXHOJOIMYECKUX WHHOBAIMM AJg CBOMX Ilened, ObIcTpo
aIanTUPYSCh K U3MEHEHUSIM U 00XO0Jisl HOBBIE MEphl 0€30MaCHOCTU. JTO TpeOyeT OT
MTPABOOXPAHUTENHLHBIX OPraHOB MOCTOSHHOTO OOHOBJIEHUSI CBOMX 3HAHUW U METOJIOB
00pbOBI ¢ KHOEPNPECTYMHOCTHIO, YTO MPEAIOIaraeT He0OX0AMMOCTh HEMIPEPHIBHOTO
oOyueHUsI ¥ BHEAPCHUS HOBCUIIUX TEXHOJIOTMYecKUX pemieHuid. Takum obpazowm,
npotuBoctosinue npectynHoctd B chepe UTT tpeOyeT mocTOAHHONW TOTOBHOCTH K
MHHOBAIIUSAM.

Byaymue nepcrneKTuBbl U peKOMeHIAlUH

C pocToM JOCTYITHOCTH 151 CJIOKHOCTHU nHpopMaImoHHo-
TEJIEKOMMYHUKALIMOHHBIX TEXHOJIOTMH OXHAAETCA, UTO XapakTep M MacmTaObl
IIPECTYINICHUI B 3TOH cepe OyayT MpoaoinKaTh SBOOIMOHUPOBATh. BEpPOsSTHO, MbI
YBUJIUM YCUJICHHE WCIOJIb30BAHHUS HCKYCCTBEHHOI'O MHTEUIEKTAa M MAILIMHHOIO
0o0yueHusl MPEeCTYHUKAMU JJIsl CO3AAaHUs OOJiee CIOKHBIX CXEM MOILIEHHUYECTBa U
HE3aKOHHOW TOPTOBIIM. AHOHUMHBIE U JICNIEHTPAIN30BaHHbIE IAT(POPMBI, TAKHE KaK
TEXHOJIOTUHU OJI0KueiiHa, MOTYT VCIIOJIb30BaThCA JUTS YKPEIUIEHH
KOHQUACHIIMATBHOCTA CHENOK. TakKe OXHUIAeTCs YBEIMYEHHE MCIONIb30BaAHMUS
KPUTITOBATIOT JIJIs1 (PUHAHCUPOBAHUS HEJIETAIbHOU JIES TEILHOCTH.

HeoOxoguMo nanbpHeMIlee pa3BUTHE, a TaKXKe aJamnTalys 3aKOHOJATeIbHOU
0a3pl K TMOCTOSHHO MEHSIOHICHcs TexHojorudeckoi cpene. OcoOyro BaKHOCTh U
HEOOXOAMMOCTD MPEACTABIIAET YKPEIUICHHE MEXIYHApOIHOIO COTPYIHUYECTBA IS
O0pBOBI ¢ IpecTyILUICHUAMH, coBepiitaeMbie B UTT.

BaxxHO MHTErprMpoBaTh NOCAEAHUE TOCTHXKEHUS B o0nactu MU u mammHHOro

06y‘l€HI/IH JJIs1 aHaJIi3a OO0JIBILINX JaHHBIX, YTO IIOMOXKCT BBIABJIITH CJIOKHBIC CXCMBI
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HpeCTyHHeHHﬁI. PasButne TexHonoruii OJIOKYCHHA MOMKCT HCIIOIB30BATHCS 1L

YCUJICHUSI TPO3PAYHOCTU U OTCIICKUBAHUS ()MHAHCOBBIX TPAaH3aKLIUMA.

Perysnsippoe oOydeHHE COTPYIHHMKOB W BHCAPCHHE HOBBIX TCXHOJOTHYCCKHX
peleHui NOBBICAT Y3PPEKTUBHOCTH pacCciIeJOBaHUHN U onepauil.

AxktuBHoe  B3aummouericteue ¢ WT-komnanusiMu #u (UHAHCOBBIMHU
YUPEXKJACHUSIMUA  TTOMOKET OOMEHMBaThCid MH(poOpMalnMen wu  pa3pabdaTbiBaTh
COBMECTHBIE PEILIEeHUs 10 MPOTUBOACHCTBUIO KNOEPIPECTYITHOCTH.

Vcunenne o0pa3oBaTENbHBIX MPOrpaMM M KaMIIAHWW MO OCBEJIOMJIEHHOCTU
MOMOKET TIPEIOTBpAIllaTh BOBJIEUEHUE TPaKJaH B HE3AKOHHYIO JIEATEILHOCTh U
YMEHBILIUTH CITPOC Ha 3alpelIeHHbIC TOBAPhI U YCIYTH.

[IpotuBoseiictBue mnpectymieHusM B chepe HUT - 310 auHaAMUYHAsS U
NOCTOSIHHO pa3BUBAIOLIasica 001acTh, TpeOylomas aganTalii K HOBbIM TEXHOIOT UM
U CTpAaTeTUAM TIPECTYMHUKOB. Peammszamusi mNOpeioKEHHBIX Mep MOTpeOyeT
CKOOPAVMHUPOBAHHBIX YCUJIMH MPaBOOXPAHUTEIbHBIX OPraHOB, 3aKOHOJIATEJbHBIX
BJIACTEH, YaCTHOTO CEKTOpa M 00IIecTRa.

3akiilouenmne

B xoue panHOli paGoThl ObUI IPOBEJACH BCCCTOPOHHUN aHAIU3 IIPOOJICMBI
npecTymnieHut B cdepe HMHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTHUH,
HaIPaBJICHHBIX HA HE3aKOHHBIM 00O0POT 3amperieHHbIX MPEIMETOB M BEIIEeCTB. JTa
npoOjeMa MpUOOpeTaeT 0COOYI0 aKTyallbHOCTh B CBETE€ CTPEMUTEIHHOTO Pa3BUTHUS
U(POBBIX TEXHOJOTHMH M WX HMHTETPAllMd B pa3inuydHble cpepbl HaIIeH >KU3HMU.
[Ipecrynnenus, coBepmaempie ¢ ucnonb3oBanueM WUT, HE TOMbKO HAHOCAT yiiepo
SKOHOMHUKE U OOIIECTBEHHOM O€30MacHOCTH, HO W CTaBAT MO/ Yrpo3y JIUYHYIO
0€30MMacHOCTh IPaXKIaH.

KiTroueBbIM BBIBOJIOM U3 IMPOBEJCHHOIO aHANN3a SABISIETCS MOHUMAHUE TOTO,
4710 60phba C TAaKOro poja MPECTYIICHUAMH TPEOyeT KOMIUIEKCHOTO MOAXoAa. JTO
BKIIIOUYAaeT B ceOs pa3paboTKy W peanuzaniio 3((HEKTUBHOTO 3aKOHOAATCIIbCTBA,

IMMPUMCHCHUC HOBEHIINUX TEXHOJOTUM AJIT OTCJIC)KHUBAHUSA U IMPECCUCHUA HC3AKOHHLIX

! Pacyner A6nynasus u Cypaiié Paxmonosa. «IIpecTyrienus B cdepe HHPOPMAIMOHHBIX TEXHONOTHH 1
0e30MacHOCTH: AeTePMUHAHTHI U peaynpexaeHue» Oomiectso u uaHOBarmu 1.1 (2020): 200-209.
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HGﬁCTBHﬁ, a TaKIKC AKTHUBHOC MCIKIYHAPOOIHOC COTPYAHHUYICCTBO JJIsL

NIPOTUBOJICHCTBUS TPAHCTPAHUYHBIM KHOEPIPECTYILICHHSIM.

Ocoboc BHUMAaHHE CICAYCT YACIUTh YKPCIUICHUIO 3aKOHOIATCIbHOH 0a3bl,
O0yUYEHUIO CIEUUAITNCTOB, CIOCOOHBIX 3(PPEKTUBHO NPOTHUBOCTOSATH COBPEMEHHBIM
BbI30BaM, W PA3BUTHIO MEXIYHAPOAHOIO JHajora M coTpyaHmdectBa. Takxe
HEMAJIOBRKHBIM aCMEKTOM SIBIISIETCS] TOBBIIIEHHE OOIIECTBEHHON OCBEIOMJIEHHOCTH
O PUCKaX, CBA3aHHBIX C HCIIOJNIb30BaHMEeM He3akoHHBIX WUT ycmyr, u ¢popmupoBanme
YCTOWYUBOT'O HETATHBHOT'O OTHOIIEHUS K TAKUM JICHCTBUSIM.

B coBpemMeHHOM 1H(POBOM MHpe, T/Ie TpaHWIBl MEXAY pealbHbIM U
BUPTYaJbHbIM  NPOCTPAHCTBAMM  CTAaHOBITCA  BCE  Oolee  pa3MBITHIMH,
IPOTUBOJICHCTBUEC KUOCPIPECTYIUICHUSAM CTAaHOBUTCS OJHUM U3 IIPUOPUTECTOB IS
obecrnieuenus 0e30macHOCTH U CTaOUIIBHOCTHU o0uiecTna. Tonbko
CKOOPAMHHUPOBAHHBIC WU KOMIUJICKCHBIC YCHJIMS BCEX 3aMHTCPECCOBAHHBIX CTOPOH

MOTYT 3(PEKTUBHO MPOTUBOCTOATH ITOW CIOXKHOU W IMOCTOSHHO MEHSIOLIEHCS

yrpo3se.
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